T -

Lies, damned lies and scans

DAVID KRIESEL, DKRIESEL.COM

HEAD OF RELEASE ENGINEERING
IVU TRAFFIC TECHNOLOGIES AG, BERLIN AND AACHEN (IVU.COM)

FROSCon, 10, AuGgusT 22™, 2015



2008: Tinfoil hat theories on Barack Obama’s nationality

CERTIFICATION OF LIVE BIRTH |§

DEPARTMENT OF HEALTH
HAWAII US A

STATE OF HAWAII
HONOLULY

CHILDS NAME
BARACK HUSSEIN OBAMAI

JATE OF BRTH HOUR OF BIRTH SEX

August 4, 1881 724 PW MALE

CITY, TOWN OR LOCATION OF Bi8TH TSLAMD OF BINTH COUNTY Qr nwre
HONOLULY DAHU HONOLULY

MO THEN T MAIDEN NAME
STANLEY ANN DUNHAM

MOTHEN'S RACE
CAUCASIAN

FPATHENS Nase

SARACK HUSSEIN  OBAMA |

PATHEN'S RAGE
AFRICAN

DATE FLED BY REGIITRAR
August 8 1661

OMERE 1 | v, 1000 LATEN This copy serves a3 prima ch ovdencs of e Sact of BFh n sy 00w procesding (MRS S35 93U, 338-19)

ANY ALTERATIONS INVALIDATE THIS CERTIFICATE e

David Kriesel dkriesel.com 2



2008: Tinfoil hat theories on Barack Obama’s nationality
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PATHEN'S RAGE
AFRICAN

DATE FLER BY REGIITRAR
August 31561

OMERE 1 | Flaw. 1107) LATEN This copy serves a3 prima ch ovdencs of e Sact of BFh n sy 00w procesding (MRS S35 93U, 338-19) ]

ANY ALTERATIONS INVALIDATE THIS CERTIFICATE [

Image: brownpau, Wiki Commons
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2011: Publication of ,,Long Form Birth Certificate"

STATE OF HAWAII
HONOLULY

DEPARTMENT OF HEALTH
HAWAII US A

CHILDS NAME

BARACK HUSSEIN OBAMA N

UATE OF BRTH
August 4, 1981

HOUR OF BIRTM
T24 PM

SEX
MALE
CITY, TOWN OR LOCATION OF Bi8TH
HONOLULU

IELAND OF BINTH
DAHU

COUNRTY OF BT
HONOLULY
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STANLEY ANN  DUNHAM

| MOTHER'S RACE
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SARACK HUSSEIN  OBAMA

FATHEN'S RAGE
AFRICAN

DATE FLED BY REGIITRAR
August 31561

DM | | P 14

This copy serves a3 prima ch ovdencs of e Sact of BFh n sy 00w procesding (MRS S35 93U, 338-19)

ANY ALTERATIONS INVALIDATE THIS CERTIFICATE |
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2011: Indications of LFBC forgery
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2011: Indications of LFBC forgery
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David Kriesel

2011: Indications of LFBC forgery
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July 24th, 2013: Construction plan scan
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July 24th, 2013: Construction plan scan
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July 24th, 2013: Construction plan scan
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July 24th, 2013: Construction plan scan
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July 24th, 2013: Cost register

Before

110.000
125.000

" 140.000

155.000

N == 170.000

David Kriesel

94,60
60,00
65,40
70,80
76,20

dkriesel.com

After

110.000
125.000
140.000
155.000
170.000

24,80
60,00
85,40
70,80
76,20



July 24th, 2013: Cost register

Before After

110,000 94,60 | 110.000 54,80

125.000 60,00 125.000 00
140.000 65,40 | 140.000 40
155.000 70,80 155.000 ,80

== 170.000 76,20 | 170.000 76,20

David Kriesel dkriesel.com



July 24th, 2013: Cost register

Before After

110.000 24,60 110.000 54

125.000 60,00 125.000 \
140.000 65,40 | 140.000 40
155.000 70,80 155.000 ,80

== 170.000 76,20 | 170.000 76,20

David Kriesel dkriesel.com



July 24th, 2013: Some self-generated test numbers

Before

7 113568370251

113569470251
113669471251
113669571251
113669581261
1146698581262
114670581262

a==115670681262

David Kriesel

113569470251
113669471251
113669581251
113669581261
114669581262
114670581262
115670681262

dkriesel.com

11356937025

After

7 113569370251

113568470251
113868471251
113668571251
113669581261
1146695681262
114670581262
115670681262

113569470251
113668471251
1138695561251
113669581261
114869581262
114670581262
1156706681262

17

11356937025



Trusting support is making sure you'll die alone

David (archive pic)




Trusting support is making sure you'll die alone

Local Xerox distributor (archive pic)

David Kriese dkriesel.com
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Trusting support is making sure you'll die alone

Xerox (archive pic)




August 1st: Blog post online

l:l @Iﬂ’ \

/, E Xerox scanners/photocopi.. \-l-

wB U 3 A d4 O ©-00 =

€ @ www.dkriesel.com/en/blog/2013/0802_xerox-w EJ v @ | | C¥5uchen

-

First assumptions on the xerox scan error cause »

« New Ant Photos: Honey Drop and Grub

Quicklink:
Manuscript

Xerox scanners/photocopiers randomly alter numbers in
scanned documents

Please see the “condensed time line” section (the next one) for a time line of how the Xerox saga unfolded. It for
example depicts that I did not push the thing to the public right away. but gave Xerox a lot of time before
1 did so. Personally. I think this is important. | will post updates and links to the relevant blog posts in there in
order not to make total crap out of this article's outline. In this way, | keep this article up-to-date for future visitors

and also write new blog posts on the topic for RSS users.

e S S

dkriesel.com

21



August 2nd and 3rd: First mentions in tech blogs

J 2 Xerox scanners/photocopi.. "\+

(' & www.dkriesel.com/en/blog/2013/0802_xerox-w EJ v & C®5uchen ﬁ g 2 & A 4 v D | ﬁ 9 e

L
j « New Ant Photos: Honey Drop and Grub First assumptions on the xerox scan error cause » Quicklink:
' Manuscript
| Xerox scanners/photocopiers randomly alter numbers in
| scanned documents
: Please see the “condensed time line” section (the next one) for a time line of how the Xerox saga unfolded. It for

example depicts that I did not push the thing to the public right away. but gave Xerox a lot of time before
| I did so. Personally, | think this is important. | will post updates and links to the relevant blog posts in there in
| order not to make total crap out of this article's outline. In this way, | keep this article up-to-date for future visitors

and also write new blog posts on the topic for RSS users.

| B = T - ad
< | — il =
3.000

readers/ hr

| 'S



From August 4th: Mentions on tech sites world wide

- Frefox ™

I)(erox scanners and photocopiers random...I +

(—  https://news.ycombinator.com/item?id=6156238 C E" Gaoogle /0 lr ﬁ‘ n' - |~

A‘ Xerox scanners and photocopiers randomly alter numbers in scanned documents (dkriesel.com)
. ﬁ [ 558 points by sxp 156 days ago | comments

agl 156 days ago | link

-~

This class of error is called (by me, at least) a "contoot" because, long ago, when I was writing the IBIG
compressor for Google Books PDFs, the first example was on the contents page of book. The title, "Cont
was set in very heavy type which happened to be an unexpected edge case in the classifier and it match
"o" with the "e" and "n" and output "Contoots".

The classifier was adjusted and these errors mostly went away. It certainly seems that Xerox have confi
things incorrectly here.

Also, with Google Books, we held the hi-res original images. It's not like the PDF downloads were copies
record. We could also tweak the classification and regenerate all the PDFs from the originals.

For a scanner, I don't think that symbol compression should be used at all for this reason. For a single p
1IBIG?2 generic region encoding is generally just as good as symbol compression.

Mnre than vou want tn know ahnut this tonic can he fonind here: httns- //f'www imnerialvinlet ara/hinarns/ =
o mne 3

5.000
readers/ hr

dkriesel.com 23




August 5th: Mass Media kicking in

| Blogger schreibt Bug: Xerox-Scankopierer...| = |

‘(- mmm.spiegel.de/netzheIt/apps/blogger-schveibt-bug-xerox-scankopierern-solh c 8* Google P ‘ ’ﬁ‘ ﬂ' *® v

Home Video Themen Forum  English DER SPIEGEL A SPIEGEL TV Abo Shop

m
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Login | Registrierung
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Sc inem Fehler, durch den Kopiere

anner der Firma Xerox (Symbalbild): Ein Blogger berichtet von
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i @ Xerox Machines Change Documents After... I + ‘

‘ i & aban

s.go.com/Techns
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Aug. 7, 2013

| By JON M. CHANG

113569470251
113669471251
113669571251
113669581261
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7 113569370251
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0
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u Some Xerox Scanners Can ARer Document ‘A +

businessweek com ¥ b [» m -

BloombergBusinessweek
Technology

Companies & Pofiticas & Techocsogy Mar Innovation &
EENETS G
Technology

Some Xerox Scanners Can Alter Documents
by Accident

A IMZ‘K/ i

On the scale of things too horrible to contemplate, "document-altering scanner” is
right up there with "flesh-eating bacteria.” This week Xerox (XRX) acknowledged
that some of its scanners can, with certain settings, change the numbers in scanned
documents. On Wednesday it announced a fix for the problem, which a spokesman
called “really an anomaly.”
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[Technalogy

Some Xerox Scanners Can Alter Documents

by Accident
By Pater Coy W | August 09,2012

UCTT S Shared

On the scale of things too horrible to
contemplate, “document-altering
scanner” is right up there with “flesh-
eating bacteria’.

- Peter Coy, Economics Editor,

Businessweek
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Some Xerox Scanners Can Alter Documents

by Accident
By Pater Coy W | August 09,2012

UCTT S Shared

On the scale of things too horrible to
contemplate, “document-altering
scanner” is right up there with “flesh-
eating bacteria’.

- Peter Coy, Economics Editor,

Businessweek
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Compression test image

Dieser Satz
kein Verb

ABCDEFGHIJK
LMNOPQRST
UVWXYZ

1234567890
1234567890

dkriesel.com
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David Kriese

Compression test image segments

CDEFGH
INOPQR:
UVWAYZ

dkriesel.com
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Compression: GIF

David Kriesel dkriesel.com



David Kriese

Compression

: Low quality JPEG
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David Kriesel

Compression: JBig2

Symbol

Symbol

‘Dieser Satz
kein Verb
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ABCDEFGHIJK
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Compression: JBig2
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Compression: JBig2
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Compression: JBig2
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Compression: JBig2
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Compression: JBig2
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Compression: JBig2
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August 5th

3 days after world-wide currency: Life sign of Xerox
— PR department of Xerox Germany calling
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Normal Quality
Small file size

«

August 6th, morning

Quality / File Size
High Quality
E- ’ ] Large File Size

Quality: Normal / File Size: Small

The normal quality option produces small file sizes by using advanced compression technigues.

Image quality is generally acceptable, however, text quality degradation and |character substitution

errors may occur with some originals.

Small files are better for sharing and transmitting over the network.

> 100.000 rdrs
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August 6th, morning

Quality / File Size

Normal Quality
Small file size

[T-. > ] High Quality
Large File Size

ality: Normal / File Size: Small

> normal quality option produces small file sizes by using advanced compression technigues.

1ge quality is generally acceptable, however, text quality degradation and |character substitution

s may occur with some originals.

all files are better for sharing and transmitting over the network.

> 100.000 rdrs
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August 6th, morning

E:, Possible workaround forc... x \'K-I-

<

% = | & ]

€& @ www.dkriesel.com/en/blog/2013/0806_work_ar EJ v & | | C&5uchen %8 U 3 4 4 O & -8B =

D. Kriesel

Possible workaround for character substitutions in xerox
machines

It might be, that a reader of this blog found the magic bullet, or at least a workaround to the issue. It seems

Quicklink:
Manuscript

to be a scan parameter within the machines, whose tendency to create character substitutions was even
known to Xerox. This raises the question why several xerox support guys weren't able to help at all, even
though they visited the machines several times since the end of July. But, first things first, here is the work
around. Yesterday, | was made aware of a scanning parameter in the Xerox ColorCube 9203, which seems
to at least diminish the issue. Have a look at the following screen shot:

A A

Quality / File Size

> 100.000 rdrs
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August 6th, afternoon

« TelCo with Xerox
— Rick Dastin, Corp. Vice President
— Francis Tse, Principal Engineer
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August 6th, afternoon

« TelCo with Xerox
— Rick Dastin, Corp. Vice President
— Francis Tse, Principal Engineer
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August 6th, afternoon

[EXEII}K-SC&HKI}piEIEI verdndern geschri.. - I : Real Business at Xerox

=

/.“ i d) realbusinessatxerox.blogs.xerox.com/2013/08/06/always-listening-to-our-customers-clarifis <o v [y | |' Google

Xerox i\ Xerox Blogs

Blogs Home = Real Business at Xerox

Always Listening To Our Customers: Clarification On Sca

Issue

2 Print This Post
Submitted by: Guest Blogger
Aug 6, 2013 in: Technology

Editor's Mote: Xerox has new information on this issue. Please visitthiz blog p
By Francis Tse, principal engineer, Xerox

Recently there have been articles about Xerox devices randomly
issue very seriously.

ring numbers in scanned documents. We take this

The problem stems from a combination of compressj
from the factory with a compression level and res
printing while maintaining a reasonable file si
default settings however, the defect may b

evel and resolution setting. The devices mention
on that produces scanned files which are optimy forviewing or
#We do not normally see a character substitutiggs#®sue with the factory
een at lower quality and resolution settings.

For data integrity purposes,
we recommend the use of

the factory defaults with a
quality level set to “higher.”

About this blog

Real life business is unpredictable.
Ideas come from everywhere.
Roadblocks come up. Opportuniti
open up — more often than not wi
you're least expecting thegn. Ourr

[...] we provide the following
message to our customers
next to the quality settings

ectively so thatthey can focus
on what matters most: their real
business.

within the device web user
interface [...]

e-mail Subscription

“rour email:

The Xerox design utilizes the recognized industry standard JBIGZ compressor wief! creates extremely small file sizes with Enter email address...

good image quality, but with inherent tradeoffs under low resolution and qual settings.

For data integrity purposes, we recommend the use of the factory defaults with a quality level setto *higher™ Incases Subscribe Unsubscribe

where lower quality'higher compression is desired for smaller file sizes, we provide the following message to our

customers next to the quality settings within the device web userinterface: “The normal quality option produces small file Search this blog

sizes by using advanced compression techniques. Image quality is generally acceptable, however, text quality degradation

and character substitution errors may occur with some ariginals.” > '

MHerox is totally committed to customer satisfaction and with this feedback we will look for ways to help our customers better

manage their scanning application needs.

RSS Feed S

| m s
@v x
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August 6th, afternoon

/ & Conference call with Xerox... x\-l-._

‘ €& @ www.dkriesel.com/en/blog/2013/0806_conferer EJ v ‘CQSL.'E"WE” ﬁ g8 U 3 # | ' & |~ ﬁ 1]

D. Kriesel

Conference call with Xerox Quicklink:

Manuscript

This evening, | had like half an hour conference call with

m Rick Dastin, Corporate Vice President Office and Solutions, and
m Francis Tse, Imaging System Architect at Xerox Corporation.

First, I'd like to point out that the atmosphere of the call was very relaxed and easy-going. Above all, both
sides were listening to each other, at least this is what | feel (Mr. Dastin, Mr. Tse, feel free to object ) ) |
highly appreciate the way, Xerox deals with the issue, as not all enterprises would do it in this friendly way.
We all know the stories of enterprises shooting at the messenger for such a blog post.

Facts first:

1. The suggestions of this blog concerning |BIG2 are right

2. The suggested workaround is indeed a workaround, as it switches off |BIG2 e
< | " »
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THE END?




NOPE.

Slashdot, 8.000 rdrs/h
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sticker,-"meldung.f"

u‘ertauschte-.Ziffem-hei-Kopierer-Scannem
Vertauschte Ziffern beij
empfiehit dije Fabrikein

varlesen # ppg ~Drawuniagg

-J{erox-ernpfiehlt- v

Kopierer-Scannern: Xerox
stellung

Urheberrecht

Spal?awéihrung “Coinye” startet trotz Abmahnung o
Francis Tse, leitender Ingenieur pej Xerox, hat im fi

reagiert, dass einige xErox—Multifunkﬂonsgerﬁte

"meneigenen Blog auf g
gedruckte Ziffern willkiirlich

beim Scannen ins PDF-Fp,

iesel
karound, Kri
Ersetzen und sg Zahlenwerte falsch wieg AS a WO r a r
werden kénnen Tse bestatigte gie Beobachtung, die der Blogger
dokumentiert hatte.

itching
suggested swi -
compression mode to ,high
or ,higher” even before
’ Xerox did.

Buchstapen und Ziffern (7-
Werden. Kommt es dabej
dem Scan ganze Zahlenwerte.

Die betroffenen Xerox-c

erile beny
man im Web-Frontend d

Kriesg| noch vor
"hoch" oder "hichster einzuste”en_
anderes "ur'errahren. das zwar nicht

heise open
Fedora Linux 29
Fedorg schneidat mj der ne _

Slashdot, 8.000 rdrs/h
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/ ’
\ - ifOX spiegel.de pekannt ,0 \ n >

TV-Programm mehr ¥ \

c|

en-a-9157 :

schliess

schlagzeilen Wwetter

Abo | Shop

Login | Registrierung

EL SPIEGEL TV

o | Themen Forum

Home vide:

Karriere uUni gschule Reise Auto

It Wissenschaft Gesundheit einestages

rayusch 2

Eehler in Multifunktionsgeréten: Xerox war Zahlendreherprob\em
seit Jahren pekannt
die ein Fehler in seinen Muttifunktionsgeriiten ausgelost hat: Dass die
und dokumentiert. Ein Software”

er die Aufregundr
lange pekannt

en Zahlen vertauschen konnten, sei

XeroX wundert sich b

[T) Freitad, 09.08.2013 - 14:51 uhr

= Drucken\\lersenden | merken

Slashdot, 8.000 rdrs/h
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August 7th: Internet fun

a shipload of old papers to see if any glitches occurred with iiiiittLEEELELELE for your rage comics,
people working of a bad copy. memegenerator images, and "Read Only Friday"
Permalink Ubergeordnet posts. 7

e Gilded Comments
e Traffic Stats —

If I can indeed reproduce this a community for S Jahre

the rotary air impeller.
We digitize EVERYTHING

[-] OrangutanClyde Sysadmin 1 Punkt 5 Monate zuvor

I hope to fuck you scan in TIF. We digitize everything
too.

Permalink Ubergeordnet

[-] [deleted] 2 Punkte 5 Monate zuvor

Yeah, the added last section provides a plausible explanation. I

iA v' Hervorheben GroB-/Kleinschreibung

v
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YOU HAD 1 JOB,
XEROX:

Before After

110.000 5460 | 110.000 s48¢| =

125.000 60,00 | 125.000 60,00 H

140.000 65,40 | 140.000 85,4C
170.000 76,20 170.000 76,20 2014: Wh

155.000 70.80 | 155.000 70,80
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care! Xerox scanner flaw can mangle ...

L —
» -Take

e @ grahamcluley.com/2013,"08/xerox-scanner-ﬂaw-numbers.-"

Well, according to XeroXx
important... just oil rigs... the military..- companies

Xerox says that 14 of its MO
compression, representing hundreds of

Mr Dastin said that oil rigs, th

setting.

They would have done so 10 make it qu

.. hangona minute! Oil rigs an
numbers right?

vice president Rick Dastin who spoke to
in developing countries...

were among the owners most likely to have sSW

dels dating back 10 2005 offer Jbig2

thousands of individual units.

e military and clients in developing markets

jtched their copiers 10 the

icker 10 send files over the

internet when only slow data speeds were available.

d the military!? lsn’t it rather important that they get

>300.000 rdrs
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the BBC, nobody really
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— - por nobody really 5

‘Take care! Xerox scanner flaw can mangle ..

(- & grahamcluley.com*

T Well, according to

get their

-

. hangonam

numbers right?
5 i i
O Wikicommons

O

_I-_!_ervorheben g_roB-/Kleinschreibung x
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& ww w.metafilter.com 1 30641/Cat-imz ges-reportedly-uyn affected

=@ ¢
M ! I Projects Music Jobs Podcast IR

Chat MetaTalk
community weblog

Home FAQ About

January 8, 2014 12:41 pm
Login New User

Archives T3 gs  Popular

Random Best (

- -
J /g cat images reportedly unaffecteq | MetaF.., | <=

Cat images reported|

Y unaffected
August 5, 2013 7:06 AM

Tags:
® Subscribe

Xerox

scanner

—_—tt

numbers in SCanned documents compression
posted by Ipfed (112 comments total) 37 u : : Numbers

> 300.000 rdrs Reddit
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August 7th: Xerox announces software patch

Firefox. v = [l 2=

O —

J {_ Real Business at Xerox I + l

| = = |
% realbusinessatxerox.blogs.xerox.com/2013/08/07/update-on-scanning-issue-software-p oy ‘ ‘m’ Google /O‘ n A ‘ ﬁ

im

Xerox . ) Xerox Blogs

Blogs Home > Real Business at Xerox :
About this bl
Update on Scannlng Issue: Software Patches To Come
& Print This Post Real life busi
Ideas come f
Submmed by: k(_anencson s g Roadblocks ¢
Aug 7 2u‘ 3 in: Corporate, Office Printing, Technoiogy - open up — m
D 1 g1 ’ W Tweet a+ 12 Share 12 you're leaste
Xerox is to sil
Posted on Aug. 22, 10:00amET done in work|
businesses tuiaruc «
Editor's Note: The first wave of software patches is now available. Please read our latest blog post for more details We help our custome
effectively so that they
Posted on Aug. 19, 2.250pm ET on what matters most

business
Patch for Scanning Issues Available Shortly

By Rick Dastin, corporate vice president and president, Office and
Qnlifinne Rucinase Grain mm e-mail Subscrinfion

< | mn »

My x

v
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(The laugh is for free...)

[ Fareiox ~

Data Centre Software Networks Security Policy Business Jobs

HARDWARE

phlaw will take weeks

By lain Thomson, 8th August 2013 | 9 Follow - 1,843 followers

he button to accept our cookies. If you continue to use the site, we'll
ay

Hardware Science Bootmotes

Laptops Tablets Phones Games Vintage Reviews Top Ten

Patching Xerox's number-changing photocopy

ompany publishes a workaround in the meantime

The Register uses cookies. Some may have been set already. Read about managing our cookies.

assume youre happy to accept the

= [=] EE
Jﬂe Patching Xerox's number-changing phot... | + |
6 & www.theregister, co.uk/2013/08/08/patching_xeroxs_numberchanging_scanner_flaw_wi [ & | | = Goagle /0 | ﬂ i ; ﬁ
Lc»lg;.in| Sign up -

The R Register’

Columnists Forums

MOSTREAD MOS

Intel bungs PC on an SD
Internet of Things and we

Scientists discover supe
could herald humanity's 1

Dusty old supernova cou
life, the universe and EVI

Intel ditches McAfee brai
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August 7th: Xerox announces software patch

,.You will not see a character
substitution issue when scanning
with the factory default settings.”
(Compression “higher”, min. 200

DPI)

< >300.000 rdrs >
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August 9th: Switched numbers on factory settings
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August 9th: Switched numbers on factory settings

N
:.‘: Xerox investigating latest... X \-l-

(- @& www.dkriesel.com/en/blog/2013/0810_xerox_in EJ c C?Su:"’s" ﬁ g e ‘ H 4 ' & | > ﬁ 9 =

D. Kriesel

Quicklink:

All three compression modes mangling numbers on Xerox WorkCentre 7545, reader reports also on 7655 » Manuscript

Xerox investigating latest mangling test findings

In the second Xerox press statement, Rick Dastin, Vice President at Xerox Corporation, stated: “You will

not see a character substitution issue when scanning with the factory default settings.” In a Question and
Answers Sheet on the Topic, Xerox defined the factory default settings to be the “higher” compression
mode, with a resolution of at least 200 dpi. For the “higher” (and for the “high”) compression mode, there is
also no “character substitution” warning, neither in the manuals, nor in the admin panel, at least not in
those | know.

Earlier today, | was able to replicate mangled numbers on a Xerox WorkCentre 7545, using the “higher”
< | "
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August 9th: Switched numbers on factory settings

[ reio =[] =
J :: Real Business at Xerox I + l
/.“ i d:' realbusinessatxerox. blogs.xerox.com/2013/08,/07 /update-on-scanning-issue-softwz Sl c | |' Goaogle

We continue to test[...]
Update on Scanning Issue: Working with David Kriesel on Solutio to e n S u re We fu I |y
understand the

We continue to test various scanning scenarios on our office deyfces, to ensure we f’ h c e
We're encouraged by the progress our patch development teg/m is making and will b re a d t h O t I S I S S u e c
the Real Business at Xerox blog.

Posted on Aug 9, 7:20 pm ET

By Rick Dastin, corporate vice president and president, Office and

We've been working closely with David Kriesel, the researcher who originally uncovered the scenario, and ths
input which we are continuing to investigate. As we've discussed with David, the issue is amplified by “stress
which have small fonts, low resolution, low quality and are hard to read. While these are not typical for most
ultimately, our actions will always be driven by what’s right for our customers.

We will continue to actively listen to our customers and the industry as a whole. We take your comments, que
concerns seriously and appreciate your feedback. As you've seen, we've replied to many of you through blog

tweets, and while we can’t respond to everyone individually, please be assured we are listening and taking fei ~
1 1] | 3

| bug | -~ | hd | Hervorheben GroB-/Kleinschreibung *
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August 9th: Switched numbers on factory settings

| e | = & =
JXerox Confirms To David Kriesel Number ... I + 1
6 ¥ hardware.slashdot.org/story/13/038/10/1241249/xerox-confirms-to-david-kriesel-number-m o g - nfirms to david kriesel }3 n v ‘ ‘ﬁ‘

»~

Slashdot * COlEEEEED m

stories
o Xerox Confirms To David Kriesel Number Mangling Occuring
SHERSSINS On Factory Settings ﬁ. "
popular Posted by timothy on Saturday August 10, 2013 @08:23AM
from the try-copying-20-or-30-times dept.
blog

An anonymous reader writes with a followup to last week's report that
certain Xerox scanners and copiers could alter numbers as they scanned
documents:

ask slashdot

book reviews
"In the second Xerox press statement, Rick Dastin, Vice President at

games : : 2 i
Xerox Corporation, stated: "You will not see a character substitution

<. . .
< m »

vX
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August 9th:

%SWItChEd numbers on factory settings

&u Xerox's Scanner Problem Just Got Bigger -..

\ (' X ‘."-x.‘n..businessweek.com srticles/2013-08-12/xe oxs-scanner-p

BUSIHESS\'-’BBK.COI’H ploomoes & e

=]
gBusmessweek
Economics industries Finance
echnology

By Peter Coy W | August1Z, 2013

000060 =

erox's Scanner Problem Just Got Bigger

tnnovation & Business
Design Schools

Most Popular

" Feedback

Meet the Navy's New

Scandal Bowl: Why Tar
Start

The World's Most Expen

Google Teams With GM
Android to Cars

»
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Aug 11th: Switched numbers even on ,,high” mode

[ Xeroxinvestigating latest ... -

é & www.dkriesel.com/en/blog/2013/0810_xerox_in EJ c ':5}5:,*:975"7 ﬁ g U ‘ H (,‘ " o > G} 9 =

Deutsch (de)

D. Kriesel

« Could it have been that easy, Xerox? Quicklink:
All three compression modes mangling numbers on Xerox WorkCentre 7545, reader reports also on 7655 » Manuscript

Xerox investigating latest mangling test findings

In the second Xerox press statement, Rick Dastin, Vice President at Xerox Corporation, stated: “You will

not see a character substitution issue when scanning with the factory default settings.” In a Question and
Answers Sheet on the Topic, Xerox defined the factory default settings to be the “higher” compression
mode, with a resolution of at least 200 dpi. For the “higher” (and for the “high”) compression mode, there is

also no “character substitution” warning, neither in the manuals, nor in the admin panel, at least not in
those | know.

Earlier today, | was able to replicate mangled numbers on a Xerox WorkCentre 7545, using the “higher”

< | 1]
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Aug 12th: Bug confirmation

J :: Real Business at Xerox I + l
& i 'ﬂ) realbusinessatxerox.blogs.xerox.com,/2013,/08/07 jupdate-on-scanning-issue-softwe v [y | |v Google P| ﬂ - ‘ .ﬁ.

TTHTO T 7Y U T AT ranag TV D T-TOUITT

o

Posted on Aug. 11, 6:00 pmET

Update On Scanning Issue: Work Continues on Software Patch To Solve Character 3
[...] due to a software bug

character substitution is not
completely eliminated.

By Rick Dastin, corporate vice president and president, Office and Solutions Busingfs Gro

ongoing communication with David Kriesel who alerted us to still seeing ¢
This is consistent with what David has been reporting, and we thank hi
substantially reduce the likelihood of character substitution but due to a software bug character substitution is not
eliminated. We apologize for any confusion that came from our prior communications.

We continue to work tirelessly and diligently to develop a software patch to address the problem. We’'ll pass along
about the timing of the patch as soon as we have it.

We want to reiterate, we believe the issue deals with “stress documents,” which include documents with small for
scanned multiple times and hard to read. Regardless of the document condition we are committed to address am _
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Aug 22th: Patch release
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J ‘? Download Xerox Scanning Software Patch | +

= &8 www, office.xerox.com/scanning-software-patch/enus.html irv ¢ | | ~ Merox spiegel.de bekann /0| E i ‘ ﬁ
=Home
Scanning Documentation Download Xerox Scanning Software Patch

Scanning Questions and Answers Latest Update: 1010/2013

document (PDF) 3
This is the official Xerox page to download the software patch to eliminate the scan error for certain Xerox multi-function devi

Find your MFF model in the list below and click on your device to download the patch. If your device does not appear on this |
is notimpacted.

How to Set Your Device Default
Settingz (FDF) »

Scanning and Compression White
Paper »

LL Patch Expectation Brief (PDF) » Product family -

LL Patch Availability Status » Product fami

m

ColorQube 8700/8300
ColorQube 92
ColorQube 93
Related Links WorkCentre 232/238/245/255/265/275
WorkCentre 5030/5050
CentreWare Web LL Patch update WorkCentre 51xx
instructions (PDF} » WorkCentre 56
) WorkCentre 570t
Xerox Blog on Scanning » WorkCentra 58
WorkCentre 6400 L
WorkCentre 7220/7225
WorkCentre 751
WorkCentre 76xx
Office Equipment Sales: Office Equi WorkCentre 770 Helpful Resources Purchase Options
1-800-ASK-XERD) 2 Printers, Co| WorkCentre 78xx Request Literature Where to Buy
{1-800-2 xt. Scanners | WorkCentre Bookmark 40/55 Product Finder Xerox Online Store
Hours: M-F, Bam-7pm ET WorkCentre Pro 232/238/245/255/265/275 Events, Tradeshows and Webinars = Find a Sales Location
Supplies Site Map Find a Supplies Sales Location ™
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Another one ...

jBXerox Can Fix Number-Switching Scanner,,,

,businessweek.com articles/2013.05.23
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Bonus “Lesson learned”

« Want the problem solved?
Don't aim for money.



Bonus “Lesson learned”

« Want the problem solved?
Don't aim for money.



All other , lessons learned”

First, contact people in a non-public way.
— The more personal, the better.
— Beware of twitter.

Involve your readers directly. (Here: Place test documents online)

Publisg in several languages. Native language of your recipients home market must be
covere

From the start on, be a professional.

— Don'tyell, don't hate, don't exaggerate

Have someone watch the opponent when communicating with them longer
Distinct between insider's and outsider’s view. It's perfectly normal to be nervous

grisisI management is no micro management. Carefully decide where to dig into the
etails

The bug is probably larger than you expect it to be
Negotiate in the right moment



David Kriesel

Epilogue - March 2015: BSI ,,bans”
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Aktueller Hinweis

Bei der Umsetzund der TR-RESISCAN ist hinsichtlich der puswahl geeigneter Kompressmnsverfahren folgende regelung zu
heachten:

o Beim Scannen muss auf die auswahl geeigneter Bildkcnrnpressionsverfahren geachtet werden.

o Als grunds'atzlich geeignet werden sowohl verlustfreie ale auch verlustbehaftete werfahren angesehen.

o verfahren, die zur Bildkompressicvn die sog. LPatErn Matching & Substitutit-n“ - Vorgehensweise nutzen, DURFEN NICHT
singesetzt werden. Auch das verwandte Soft Pattern Matching DARF NICHT singesetzt werden.

Bei ungenauem oder fehlerhaft implementiertern pattarn Matching pesteht die Gefahr, dass sich das seanergebnis semantisch
{z. B. durch wertauschung von Zeichen) vom original unterscheidet. =elbst bel korrekier Implementierung kann die notwendige
Rechtssicherheit aufgrund einer nicht sicher bestimmbaren inhaltlichen und bitdlichen (bereinstimmungd nicht gewéhrleistet
werden.

Digsze Regelund ist ab sofort (16.03.2015) giltig und wird mit dem nachsten nelease in die Technische michtiinie BSI TR-03138
aufgenommien.

Erlduterund pattern Matching & substitution” Bei dieser Vorgehensweisg werden Texthilder in Unterbifder segmentiert; die
Charaktere ader kigine Gruppen von Charakteren peinhalten. In einem weiteren schritt, dem s09- Pattern Matching. werden
diese Unterbilder zu ﬁhnffchkeftsgruppen zusammengefasst. Fiir jede Gruppe wird nur ein reprasentatives Unterbitd gespefr:hert.
Anstelle eines Abbildes des originals wird dann nur ein Verwels auf ginen Reprasentantan gesper’chert, der dann fir alle
weiteren Abbifder verwendst wird. Beim "Spft Pattern Matching” wird ebenfalls das Pattern Matching angewendst und Bifder
durch Représentanten ersetzt. Hier ist die verlustfreie Wr’ederherste“ung des Urspmngsbffo‘es jedoch maglich, da Fehler im
vergleich zum Roh-Scan beim Enkodigren direkt mitgemesssn und gespefchert werdern.

m

Kontakt

Fachlich sustandiag for die Betreuund dieser TR ist das Bundesamt fir Sicherheit in der Infr:-rrnationstechnil-c (B31).

sundesamt fir Sicherhett in der Irlfcvrrnationstev:hnik
meferat 311 - Sicherheit in e10-Anwendungen
postfach 20 03 63 -

dkriesel.com
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Epilogue - Barack Obama’s nationality
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Reality Check: https://rcradioblog.wordpress.com/2013/08/11/xerox-for-dummies/

David Kriesel dkriesel.com
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THANK YOU FOR L1STENING

MORE INFO:
HTTP://WWW.DKRIESEL.COM/EN/XEROX

SLIDES (LATER):
HTTP://WWW.DKRIESEL.COM/EN

... AND CONGRATULATIONS,

FRESCON!




